Mimic decode: 

A decode from a ping that is decoded from the original tag code into another tag code. For example the original code is G720000A0, a ping from the tag code G720000A0 can be decoded into its known mimic code G72003F5F when there is distortion from noise at the 14th bit from the end of the code.

Hypothesis: 

1. Each mimic decode is a duplicate of a correct decode. In another word, for each ping, if there is a mimic decode, there will be a correct decode. In addition, the detection time between mimic decode and correct decode will be less than one transmission length (744 microseconds) if the mimic decode comes from the original message (not a multipath) and the node clock is accurate. In theory assuming the mimic decode is from the original message, they should be about 2-3 cycles apart, which is less than 10 microseconds.

2. For each ping, there should be more hydrophones that decode it into its real code than into its mimic decode.

Known scenarios that mimic decodes could happen
Note:  For every tag code there will be a known mimic tag code from scenarios 1, 3, and 4, but there might not be a known mimic tag code from scenario 2 for every tag code.

1. The last 14 bits of a tag code are inverted.
2. A tag code has the bit pattern corresponding to the hexadecimal number 72 (1110010, called the Barker code) in the code or its inverse (0001101)
3. A tag code is inverted at the last bit of the 4 Hexadecimal digit code, with the correct CRC added randomly

4. A tag code has the last 14 bits of the 4 Hexadecimal digit code (unique ID) inverted, with the original CRC correctly decoded
Steps to remove known mimic decodes for a tag code in cabled data.

1. Find all known mimic tag codes for each possible tag code in the code space (65536 possible). A known mimic tag code is one that can be generated using one of the four scenarios above.
2. If a tag code has detections, check this tag code and each of its known mimic tag codes

2.1 Compare each event of this tag with all events of each of its known mimic tag codes 

2.2 If the time period of an event of this tag (Event A) is has any overlapping with the time period of an event of one of its known mimic tag codes (Event B).

a. Create 2 flags for each message in Event A: flag_message and flag_decode

b. For each message in Event A (Message A), check if there is a matched message in Event B (Message B) such that the message time difference of Message A and Message B is less than 0.1s. 

c. If there is no Message B for this Message A, set flag_message of Message A to 0.
d. If there is a Message B for this Message A in Event B, set flag_message of this Message A to 1. For each decode of this Message A (Decode A), check if there is a matched decode from its matched Message B (Decode B). Two decodes match each other when they are from the same hydrophone and their decode time difference is less than 0.1s. If all decodes of this Message A have matched decodes in its matched Message B, then set flag_decode for this Message A to 1; otherwise, set flag_decode for this Message A to 0.

e. Get number of messages N in Event A that both flag_message and flag_decode are 1.

i. Remove Event A if the difference between the number of messages in Event A and N is less than 6.

ii. If the difference between the number of messages in Event A and N is greater than or equal to 6,
1)  Group all the messages in Event A that either flag_message or flag_decode is 0 into a new message group C.

2)  Apply 6 messages in 12 PRI filter to group C. 

3)  After PRI filter, if there are less than 6 messages left after PRI filter, then removed this Event A.

4)  After PRI filter, if there are more than 6 messages remaining, then keep Event A and output all the messages that both flag_message and flag_decode are 1 and all the messages that didn’t pass the PRI filter.
Steps to remove known mimic decodes for a tag code in auto data (not used this year).
1. Find all known mimic tag codes for each possible tag code in the code space (65536 possible). A known mimic tag code is one that can be generated using one of the four scenarios above.

2. If a tag code has detections, check this tag code and each of its known mimic tag codes

3. If this tag code’s event (Event A) overlaps with an event of its known mimic tag code (Event B) and both events are from the same auto node and Event A has less decodes than Event B.

a. For each decode in Event A, select all decodes in Event B that are within 20*nominal PRI range of this decode in Event A and group them together.

b. Apply PRI filter to all decodes in the new group

c. If all the decodes from Event A in the new group pass the PRI filter, then set its flag in Event A to 1; otherwise, set its flag to 0

4. After checking each decode in Event A with those in Event B, if there are less than 4 decodes in Event A that have flag = 0 and more than 1 decodes in Event A that have flag = 1,   then Event A is decoded from its mimic code and should be removed.

Mimic code examples:

Tag Code: G720052C7
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Mimic code 2: G721BFF5A
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After it is inverted starting at the inverse Barker code (bit # 9) and with the last 7 matched bits added randomly:
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Mimic code 3: G72005399
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After the last bit of the real tag code is inverted and the matched CRC is added randomly:

	0
	1
	1
	1
	0
	0
	1
	0
	0
	0
	0
	0
	0
	0
	0
	0
	0
	1
	0
	1
	0
	0
	1
	0
	1
	1
	0
	0
	0
	1
	1
	1

	7
	2
	0
	0
	5
	2
	C
	7


Mimic code 4: G723FADC7
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Matlab scripts:
checkReverseEvents(Tag,checkType,dataType,questionTags)

Input:


Tag: results in Matlab .mat format after data filtering.


checkType:  1.  check each event of each tag against all other events from all other tags; 2, check each event of each tag against all 4 types of known mimic tag events (as described in this document)

dataType: 1, cabled data ; 2, auto data after applying PRI filter


questionTags: tag index array. if questionTags is now empty, only tags that are specified in the questionTags will be checked; otherwise, all tag will be checked in the Tag structure.
Output:
***_checkRvsTags_knownMimic.mat/***_checkRvsTags_1toAll.mat

, where *** is the input ‘Tag’ structure array file name.

Besides keeping all the fields from input ‘Tag’ structure, this output ‘Tag’ structure has 3 more fields added: ‘flag_event_rvsCode’, ‘flag_event_rvsCode_type’ and ‘flag_msg’

‘flag_event_rvsCode’: used to identify if an event is a mimic event. The length of this flag array is the same as the number of the events of each tag with each flag element if for each event. If an event is a mimic event, its mimic code index will be saved into this array; otherwise, its flag will be 0.
‘flag_event_rvsCode_type’: if an event is a mimic event, this field will be used to save which mimic type this mimic event is. The default is 0 if an event is not a mimic event.   When checking each event against all other events from other tags (checkType = 1), this flag can be set to 100 if an event is from a tag that is not one of the 4 known types.
‘flag_msg’: 0 or 1, used to identify if a message is a mimic message from another event of another tag code.

***_badRvsEvents_knownMimic/***_badRvsEvents_1toAll.mat

, where *** is the input ‘Tag’ structure array file name.

This Matlab ‘.mat’ structure files has all the mimic events and corresponding messages and decodes. In the ***_checkRvsTags_knownMimic.mat/***_checkRvsTags_1toAll.mat

,  ‘flag_event_rvsCode’ of the events in this files are all >0.

***_rmRvsEvents_knownMimic/***_rmRvsEvents_1toAll.mat

, where *** is the input ‘Tag’ structure array file name.

This Matlab .mat structure format file has all the valid events and corresponding messages and decodes that pass mimic event check. In the ***_checkRvsTags_knownMimic.mat/***_checkRvsTags_1toAll.mat

,  ‘flag_event_rvsCode’ of the events in this files are all =0.

	
	
	
	
	


